Abstract

Healthcare in general refers to services provided for preservation or enhancement of health
through anticipation, finding, treatment, recovery, or healing of disease, illness, injury, or
any physical and mental impairment in humans. Quality of Services in Healthcare Systems
may be characterised broadly through parameters such as accuracy of data, speed of
decision-making, timely treatment, security of data, real-time monitoring and controlling
of the health systems, failure handling and quality of life. In this research work, we have
tried to achieve the Quality of Services in Healthcare through IoT and Fog Computing,

considering optimization of one or more of these parameters.

The Internet of Things (IoT) describes the network of physical objects —“things”—that
are embedded with sensors, software, and other technologies for the purpose of connecting
and exchanging data with other devices and systems over the internet. IoT technology
facilitates connecting different devices over the internet and providing digital identity to them.
When [oT is applied to different fields like healthcare, agriculture, manufacturing, safety and
security, supply chain, etc., it adds smartness and hence, has tremendous benefits like real-time
monitoring and control. This IoT technology demand has increased in present era, due to its growth
supported by growth in various other related technologies like access to low-cost, low-power sensor
technology, Connectivity, Cloud Computing platforms, Machine learning and analytics,

Conversational Artificial Intelligence (Al).

IoT as an independent element is less efficient due to its low-processing capabilities, its
context-sensitivity and incapability of independent decision making. Due to the low-
processing power of IoT devices, to make decisions on real-time data generated by loT
devices, the Cloud Computing paradigm is used. The IoT data is huge in volume and when
it is sent to the cloud, the network bandwidth required is very high, transmission time to
send this data to cloud and receive the results is very high, high delays in acquiring results
may be non-negotiable in some applications. In all, decisions made by the cloud are delay-
sensitive. Some application domains like Security and Health-care demand real-time
decision making. In such sensitive domains, a timely decision made in a fraction of a second
can prevent catastrophe. In healthcare, it can save many human lives. In the healthcare

domain, if [oT is deployed to monitor ECG signals and if the signal abnormality is detected
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as early as possible, then it increases the chance of living. But, when ECG signals are sensed
through IoT and sent to the cloud for the analysis purpose, delays are caused by the time
results reach the medical staff. This delay in decision making is due to the transmission

delay and processing delays. To overcome these issues, Fog Computing can be used.

In this research work, different healthcare applications like monitoring real-time Electro
Cardiogram (ECG) signals, recording Electro Myogram (EMG) signals, and finding the
real-time GPS location of the patient have been studied and implemented. This is to check
the suitability of the IoT devices in healthcare domain. During the study, it has been found
that IoT devices need special interfacing, exclusive time-sensitive analog to digital
conversions of the signals, and proper placing of sensors on the body. After fulfilling the
need, IoT can work well with healthcare applications to get real-time readings in the form
of digital signals. For faster processing and to achieve speedy and timely decision-making,
Fog Computing has been used. While using the Fog Computing architecture for the
healthcare domain, especially with the time-sensitive real-time signal like ECG, it is made
sure that no redundant data is sent on the cloud, so as to save the network bandwidth. The

suitability of the Fog Node has been projected in this research work.

As part of the research work, Standard Fog Computing architecture for the healthcare
domain has been defined and measured with different QoS parameters like Transmission
delay, Computational delay, bytes of Data transferred, CO» emitted and the total response
time. The comparisons of various parameters are done w.r.t Cloud Computing approach.
By considering these QoS parameters a new service called “Health-as-a-service” (HaaS) is

introduced in the Fog Computing context.

Besides various QoS parameters, security in Fog Computing has also been explored as part
of the research study. The lightweight multi-layer security encryption scheme in the Fog-
IoT context has been designed to provide different security levels at different layers of

architecture based on the capabilities of the device and the sensitivity of the data.

The results obtained from the Fog Node can further be improved in terms of QoS and
processing time. QoS considers improving the quality in terms of accuracy, faster decision-
making, by changing the processing approach, reducing processing time by considering

various Operating Systems process priorities, data security, and pre-processing the training
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data samples. The processing approach introduces Optimization in the Fog Node to
strengthen its computing power. In this, accuracy in type of arrhythmia detection is
improved by doing the augmentation for time-series based numerical and graphical ECG

signals.

The Genome and skin cancer data has also been considered which has big data processing
requirement and generally take more time to produce the results using traditional pattern
matching algorithms. Such huge data volume is tested on the Fog Node for processing
purpose and better approaches like Run-Length-Encoding and Distributed Computing are
applied to get speedier and timely decisions. These healthcare applications have been tested
in Fog Computing environment to conclude the suitability of Fog Computing domain in
big data. The final improvement in terms of pattern matching time achieved is more than
80% of the traditional computing environment. This shows that the Fog Node is also
capable to handle the big data volume and Fog Computing is suitable for handling variety
of data types like numeric, text and images from different health care applications. In short
we have tried to compare our results with new approach of pattern matching in fog

environment and also implemented Distributed Computing approach in fog.

Further, to improve the Fog Computing environment in terms of its computational power,
the heterogeneous Distributed Computing approach in Fog Computing has been
introduced. In this, the 'dispy' tool has been used to achieve Distributed Computing in the
Raspberry Pi clustering environment. After 'dispy' is found suitable for processing ECG
signals in distributed environment different processing factors like the number of cores,
CPU usage, available memory space, and response time are considered. For every
parameter, the ECG processing has been monitored and based on all these parameters the
‘OptiFog’ algorithm has been designed. This algorithm will make sure that the available
hardware is used at the optimal level and helps in quicker decision-making w.r.t the 'dispy’
Distributed Computing approach. Now, with the ‘OptiFog’ algorithm, the speedup ratio in
terms of time achieved here is more than 14 and we can process a larger number of ECG
samples with more than 10 number of waves in one go which was not possible in the 'dispy’

Distributed Computing approach.

In all, the Fog Computing is made suitable for healthcare applications. To do this, the

needed architecture, QoS parameters, fog device standards, fog data security, multi-layer

VIII



fog model, fog deployment, and different computing approaches have been studied,
defined, analyzed and improved. Thus, QoS in Healthcare in terms of parameters such as
accuracy of data, speedy and timely decision-making is improved for QoS in results and it

is optimized to achieve faster processing.

Here, we have developed the low cost ECG analysis system, low cost IoT based GPS
system and ECG sensor based wheel chair controlling system to support the health care
domain. For time series ECG signal data classification, accuracy achieved is more than
99% and for graphical ECG signal data classification, accuracy achieved is more than 97%.
At the single Fog Node by using different operating system process priorities, improvement
of around 500 ms in process computation is acquired. For analysis of Genome pattern
matching algorithm, the time improvisation is more than 87%. Using the Fog Computing
in Health care system we have achieved reduction in CO» emission around 66%, the result
is available for decision making is prominently 7s is earlier in Fog Computing as compared
to cloud, which is very critical for life expectancy and reducing the damage to the human
brain. Moreover, the volume of data transfer to cloud over the internet is reduced by 33%
and more when the decision is already taken at the Fog Node. The OptiFog algorithm is
able to reduce the processing time around 50% by optimally using the hardware and by

dynamically deciding the job size.
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